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First of all, I wanted to thank very much the International Institute of 

Humanitarian Law and the ICRC for inviting us to be part of this session this 

morning. While we may seem to be an unusual ally as privacy advocates  to 

be working with the humanitarian sector, these opportunities are important 

for us to identify common areas of concern to develop joint efforts, because 

ultimately we have the same vision: safeguarding people's dignity and 

autonomy.1  

For many years, Privacy International has been exploring the deployment 

of new technologies and the use of data intensive systems in development 

and humanitarian programs2. And we've been exploring what it means to do 

no harm in the digital age, in an increasingly challenging context for 

humanitarian organisations: the pressure to be accountable and transparent 

by funders, to be efficient, the sustained needs that emerge from conflicts 

that last longer and also with armed conflicts being fought differently, as 

we've been talking about over the last few days.  

                                                           
1 https://privacyinternational.org/strategic-areas/safeguarding-peoples-dignity  
2 https://privacyinternational.org/topics/development-and-humanitarian-sector  
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There is no question that an advancement in technology, communications 

and data processing in capabilities have changed the way the humanitarian 

assistance is provided. But we also need to be considering some of the 

challenges that are emerging as part of that. There has been a digitization and 

“datafication” of our societies as mentioned by Helen Durham on the first 

day of our round table and the humanitarian sector has not escaped that trend, 

but the question is, at what cost? And, do we have the information available 

to do that cost benefit analysis both in the short term and in the long term?  

Technology is not neutral. Data is not neutral. Innovation is not neutral.  

Because those deploying and designing these systems are not. Despite 

some efforts by some organizations, and those efforts are growing, overall 

unlike many other sectors, the humanitarian sector has not been subjected to 

the same level of scrutiny when it comes to proving the impact of some of 

the innovative solutions they're are adopting on individuals and ultimately 

undertaking benefits and harms assessment. One reason could be the lack of 

a single common accountability mechanism for the sector as a whole. It's 

really interesting that for a sector that historically has been at the forefront 

of risk management and identification, these approaches and strategies have 

not seemed to be replicated with quite the same rigor as in the past for non-

digital humanitarian intervention into digital humanitarian actions.  

Before I start, similarly to what Hovig said, I want to highlight that while 

aspects of this presentation will be technical and full of the sexy buzz words 

emerging from a broader hype around innovation, we must remember that 

behind every example, every anecdote, every reflection or news report that I 

will mention there are people and communities, who are directly impacted 

by the issues I will discuss today. When talking about datasets and data, there 

is a tendency to forget that, and we must not forget it.  

So, here is a quick outline of my presentation; first, starting with a short 

introduction to the study that was mentioned before by Nils, as well as 

introducing the concept of “do no harm” and then I'll be reflecting on the 

study and generally the work that we've been doing with the humanitarian 

sectors to highlight what we know and which steps we should be considering 

moving forward. 

In terms of the humanitarian principle of “do no harm”, there are various 

interpretations of it and they've been expressed in different ways, but I've 

chosen the one here by the ICRC, which reads that “a humanitarian 

organization needs to ensure that its actions do not have an adverse impact 

on, or create new risks for individuals or population”. Much of the literature 

and analysis of the use of innovation, tech and data in the humanitarian sector 

have been exploring some of these issues through the lens of these principles 
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and new developments to ensure that humanitarian organizations comply 

with it.  

So, in terms of the study, you may ask yourself: why metadata? This is 

the title behind my presentation, which includes the humanitarian metadata 

problem, “doing no harm in the digital age”. There's a well-known phrase 

which you might be familiar with by General Hayden, former director of the 

United States National Security Agency and of the Central Intelligence 

Agency in May 2014, where he said: “we kill people based on metadata”.  

His comment, in spring 2014, was the first to articulate the power of 

metadata, so succinctly and famously. The reason why this statement became 

so recognized and shocked many wasn't so much that metadata data could 

reveal information, and I'll explain what metadata is in a second. That was 

already well known, but it was the extent to which that information was being 

trusted and used to make life and death decisions. In the years that followed, 

there was more information that emerged from the breadth and the scope of 

global intelligence agencies, mandate, function, operations and oversight or 

a lack thereof. Some agencies were listening in calls, monitoring or 

intercepting online communications and tracking individuals through a 

variety of digital and non-digital programs. That was the starting point of this 

particular collaboration between Privacy International and the ICRC to 

explore humanitarian metadata3. That is to say that metadata generated 

through humanitarian actions.  

Now that I've said the term several times, I wanted to take the opportunity 

to explain what that is. Metadata4 is a set of data that describes and gives 

information about other data. So just to give you a very simple example, 

when you write an email, the metadata would be your name as the sender, it 

would be the information about the recipient or recipients that you're sending 

it to, it would be the subject, it would be the timestamp or the location, which 

mail account you use to send it. It could also include whether you had an 

attachment, a photo, a video or other type. Whilst we are driven by assessing 

the generation and processing of metadata, the computer scientists in the 

room will ask why? Data is data, why make the distinction? And so that was 

also integrated over time in our research that it was not just metadata, but it 

was also about content and it wasn't just that, but we need to start thinking 

about categorizations of data: declared, inferred and intent. They provided 

us with a framework to develop our problem statement, our thread of 

                                                           
3 https://privacyinternational.org/report/2509/humanitarian-metadata-problem-doing-no-

harm-digital-era  
4 https://privacyinternational.org/video/1621/video-what-metadata  
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concerns and also to explore the implications of new technologies and data 

processing capabilities. While there are many issues to explore from 

biometric registration of refugees, to the centralization of personal data in 

the form of digital ID systems, to the use of drones, AI machine learning, our 

study focused on three areas. We looked at traditional forms of messaging 

and messaging apps, cash transfer programs and social media platforms. 

In order to give you a quick example of what we were looking at 

particularly, I've chosen to give you an example of social media. For 

humanitarian organizations physical access to people affected by crisis isn't 

always possible and it's become increasingly difficult. We are seeing that 

humanitarian organizations are using social media for a variety of reasons, 

whether to provide key information, to gather information or to support their 

programs. But if we think about how social media platforms operate, and we 

look at the different categories I've mentioned, metadata, declared, inferred 

and intent data, this is the sort of information that we were looking at. When 

it comes to social media, metadata would be your user profile ID, location, 

friends, likes, comments, content access, links clicked on. The declared data 

is the data that you would be providing as a user, where you know that you 

have given that information. It could be things that you provide when you 

sign up, your name, gender, date of birth, depending on the service. But there 

are also things like inferred data. So, based on your interactions online, the 

data you provide, or that others provide within your networks, other pieces 

of information could be inferred. For example  a study by the Cambridge 

University5 in 2013 revealed that they were able to use an algorithm to infer 

information about users from their data and their online engagement 

including users’ sexual orientation, satisfaction in life, intelligence levels, 

emotional stability, alcohol use, relationship status to name a few.  

Then you would have intent data. So this is data being used to predict 

behaviours, to identify trends. And there I want to point to a study which 

revealed that based on 10 Facebook likes or 300 likes, depending on the side 

of the study, they were able to make assumptions about users. For example, 

participants with high openness to experience tended to like things like 

Salvador Dali, meditation or Ted talks.  

But here we need to also start thinking about the risks. And these are some 

of the things we highlighted through different scenarios in our study. What 

are the risks when you're able to, or at least try to, predict people's behaviour, 

their preferences, other personal details, also to create inaccurate profiles, a 

                                                           
5 https://www.cam.ac.uk/research/news/digital-records-could-expose-intimate-details-

and-personality-traits-of-millions  
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lot of this information is based on data, but depending on the quality or other 

sources of data that are fed into it, it doesn't necessarily mean it's a true 

reflection of who you are as a user. 

It can lead to surveillance, false identification and targeting. And then you 

might start asking yourself, why am I mentioning all of these things? Why is 

that problematic? I want it to give you in a few examples as to why that's 

problematic, where the attack surface created by social media platform and 

the inherent vulnerabilities of the designs of these platforms are used against 

us. To give you a few examples, we've had a few European governments like 

in Austria and Germany using social media accounts in decision making for 

asylum procedures. The power of metadata and other social media 

information is also reflected by policies like the one of Trump administration 

to ask people coming into the US for their social media accounts. But you 

can also see it in other sectors like the Fintech industry, where profiles are 

created to see whether you'd be a reliable person to give a loan to. So, these 

are some of the issues that we addressed in the report that we contextualize 

to the humanitarian sector.  

Moving forward, for the next part of my presentation I'm going to move 

slightly away from the study to broader issues that we have been looking at 

with the humanitarian sector. The first one, in terms of what we know, is that 

humanitarian organizations both drive and depend on the data generated and 

the process through their different activities. It could be by choice because 

of the way they design their programmes, and some examples were given in 

the presentations in terms of having a digital ID system, a cash transfer 

programs requiring information from beneficiaries, but it is also because of 

the infrastructure the humanitarian sector relies on, often it's provided by 

third parties because they don't develop their own tools. Yet, what we've 

noticed is that there's very little regulation, awareness, or training and not 

enough is being done to identify and to mitigate the risks created when using 

systems and platforms designed and managed by third parties.  

The other component of what we know and that's not just limited to the 

human sector, is that governments have vast, unrestrained and unaccountable 

powers that threaten freedoms and rights. And it no longer concerns itself 

with individuals, entire populations, groups or region can be and are being 

placed under surveillance. The humanitarian sector has been a victim of 

some of those practices. In 2013 journalists reported that a list from whistle-

blower Edward Snowden, included information that UNICEF, Médecins du 
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monde, UNDP and other humanitarian organizations were the surveillance 

target6 of British and American intelligence agencies.  

The other component, because I was mentioning that humanitarian 

organizations don't operate in a silo and depend on third parties, we can't 

ignore the fact that companies routinely exploit people's data7 for their own 

advantage. They often do so with a lack of transparency and accountability 

because their aim is to generate profit and fuel their own business model 

based on data exploitation. Their business model is not to protect people.  

A key component that's been focussed a lot in our discussion in the last 

few days has been around security, not only security of people or national 

security, but also the security of our infrastructure. IT systems are inherently 

vulnerable to intrusions or data breaches. There are numerous high-profile 

examples and I've put a few here, of breaches happening every day and there 

are millions more not being reported. And even the most well-resourced 

governments in the world are unable to protect their most sensitive data 

sources. For example, the US civil servant database of government 

employees was breached a few years ago. And then more recently, as you 

can see at the bottom, Facebook admitted8 that the phone numbers of 145 

million users were leaked. You'll never have 100% security and safety, but 

you can make the job of your adversaries much harder.  

So, as I go into the conclusions, we need to start thinking about what 

needs to be done differently and not just the humanitarian organizations, but 

also the other actors within the ecosystem, the beneficiaries, their 

implementing partners, third parties, governments, but also funders. When 

you contextualize everything I've presented so far, how data and technology 

is used for the delivery of humanitarian aids, and we consider today's ever-

growing digital world, this means that more and more people receiving 

humanitarian assistance have the potential of being exposed to unexpected 

threats. And unless measures are taken to address some of these issues, it will 

be increasingly challenging to sustain the impartiality, neutrality and 

independence of humanitarian action.  

And so, I wanted to highlight four areas which need to be considered 

moving forward. The first one is to really take a step back and acknowledge 

the implications of the decisions that are being made, particularly at HQs, 

                                                           
6 https://privacyinternational.org/news-analysis/1023/theres-no-good-reason-spy-

agencies-snoop-humanitarian-groups  
7 https://privacyinternational.org/blog/2536/companies-must-do-no-harm-humanitarian-

sector  
8 https://www.forbes.com/sites/daveywinder/2019/09/05/facebook-security-snafu-

exposes-419-million-user-phone-numbers/  
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because there's a huge division between the decision making at headquarters 

and then the implementation in the field. And on that first point we need to 

think about taking a step back, questioning why are we using data and tech, 

versus how can we make use of data and tech? We can make use of the 

advancement in technologies, but we need to understand the needs as well, 

and whether the solutions identified are really going to solve those problems. 

As part of that assessment, we also need to think about the legal regulatory 

and ethical obligations, that humanitarian organizations have. And I 

mentioned ethical obligations as well because many organizations, including 

the ones represented here today, have privileges and immunities, which 

means that they don't necessarily have any legal obligation to particular 

jurisdiction and it really comes down to their moral and ethical obligations 

to protect their beneficiaries. The other core element when it comes to risk, 

is implementing security and risk management, protocols and also incident 

reporting. In the study that we did on humanitarian metadata, not one single 

evidenced incident of reporting of a breach was given to us. It is incredible 

that in all of the organizations we've spoken to, no one had recorded officially 

a breach of a leak of personal data. Given that they happen every single day, 

even to the most well-resourced governments, it's a clear indication that we're 

not looking at some of these issues in depth.  

The second one is around preparing to fail well. There is a need to invest 

time and resources in this process as humanitarian organizations prepare to 

deal with the good and the bad of using innovation. Does that mean also 

changing their structures? How they operate? The kind of skills they need 

internally and not just having the IT guy who sits at the back of the office? 

Humanitarian organizations don't operate in silos. So, there is a need for 

collective action. They need to improve, across the sector, data protection, 

privacy, insecurity, safeguards, and to make similar demands on those they 

work with, both internally and externally, to reduce the attack surface across 

the sector.  

The last point I wanted to make, and it's more of an advocacy point9 than 

an academic one, is that humanitarian organizations have a huge advantage 

in terms of how they're seeing some of the negative impacts of some of these 

innovative solutions being either presented or implemented by them. But 

there's a need to refocus and think about having the individual at the centre 

and in control and with dignity. And that also comes with putting pressure 

on funders. That's something that keeps coming up when we speak to 

                                                           
9 https://privacyinternational.org/news-analysis/2535/do-no-harm-digital-age-privacy-

and-security-cannot-be-ignored  
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humanitarian organisations: “ our funder wants us to use biometric” or “Our 

founder wants us to use block chain”, or “Our funder wants us to use artificial 

intelligence”. Often they are making those demands conditions for receiving 

finding, but without understanding the risks, nor resourcing the humanitarian 

organizations to mitigate them.  

So here, there's a real opportunity for humanitarian organization to be 

heard and shape the direction, but also to be thinking across the sector, to 

share their knowledge of expertise. We're not a tech phobic organization, and 

our advocacy in the work that we do is, how can we use innovation in the 

most responsible way? How can we provide actors who are using these tools 

with information, knowledge, and expertise, but importantly the processes 

and protocols so that they can make informed decision and learn to fail well? 

Thank you. 

 


