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Ladies and Gentlemen this past June the Sana’a-based Houthi authorities 

in Yemen were reported to have refused WFP access to areas under their 

control due to concerns over the “national security” implications of WFP’s 

biometric registration process. While some dispute the rationale given by the 

Houthi administration for this decision, let’s take it at face value for a 

moment and consider the critical question it raises. What should we do if 

embracing new technologies dramatically improves the quality of the aid we 

can give, but reduces the number of people we are able to give it to? By “we” 

I mean military representatives, lawyers and aid workers, because, as I shall 

argue, each is involved in some way in this issue. 

I’m asking this question here not to answer it. It’s not really my question 

to answer. I’m asking it because my presentation, and the paper it’s based 

on, concerns why this question needs to be asked. 

I’ve been periodically presenting and revising this paper for the best part 

of 18 months. I think the best thing I can do in the context of this session is 

to focus on two things. I’m going to first highlight some key points within 

the ongoing discussions of both digitized data and independence in 



2 

humanitarian work. I’m then going to tie these together using something 

called the “capability-vulnerability paradox” – a concept I am borrowing 

from military scholarship on cyber-based weaponry. 

Independence is one of four main humanitarian principles, the others 

being humanity, impartiality, and neutrality. These are not simply abstract 

values, or even purely ethical ones. These principles actually provide the 

language for aid workers to explain what they are doing and justify why they 

are doing it. This is routinely demanded in negotiations with the various 

stakeholders who can block a humanitarian organization from providing aid. 

The principles help convince those actors that their own objectives – 

whatever they are – will not be undermined by allowing humanitarian 

assistance to be delivered. 

Independence implies political, financial and, perhaps most crucially, 

decision-making autonomy from any other actor who may be pursuing their 

own objectives in the area where humanitarian action is implemented. This 

can be an extremely useful tool for negotiating this access in conflict zones. 

If autonomy is absent– or is merely perceived to be absent – then that 

humanitarian agency will probably be blocked from entering a given area by 

any de facto authority. The suspicion that the agency may, in fact, be 

pursuing some other agenda will simply be too great. 

Despite this practical application, the value of independence has been 

challenged. In the 1990s, a new point of view grew in direct response to the 

observation that humanitarian aid was often not alleviating suffering 

sufficiently, and sometimes even creating conditions for prolonging it. 

According to this perspective, such perverse outcomes were because 

humanitarianism was unwilling to endorse any larger agenda – i.e. precisely 

because of its search for independence. This new doctrine held instead that 

aid should serve longer term efforts to resolve the underlying causes of 

suffering and so ultimately end the need for humanitarian assistance. In this 

way, humanitarianism becomes closely tied to laudable – but nonetheless 

political – objectives like peace-building, development and often human 

rights. 

This has important implications in situations – like conflict settings – 

where the legitimacy or motives of those pushing development, human rights 

or peace is precisely what is being resisted. As attacks on aid workers in 

Afghanistan and Iraq over the last fifteen or twenty years show, it can make 

humanitarian organizations look like agents of political agendas, and so 

make them targets for anyone resisting those agendas. 

We might characterize this as a divide between a more ambitious 

humanitarianism that tries to resolve the causes of suffering but can only 
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deliver it in areas controlled by actors who support their particular political 

approaches to this resolution, and a more humble humanitarianism that is 

limited to maintaining life in a more basic sense but in principle maintains 

the possibility of negotiating access to anyone in need of emergency 

assistance. 

This represents the first element of the context in which the challenges 

that new technologies pose for humanitarian independence must be 

understood. 

The second contextual element concerns the two camps that exist within 

discussions around using digitized data in humanitarian work. On the one 

side are a group pushing the potential of digitized data to improve tracking 

of aid distributions, improve efficiency, cut costs, improve donor 

accountability and create more dignified registration processes. 

On the other side are people arguing that digitized data represents a new 

threat to the people about whom it is being collected due to its sensitivity. 

While this applies in all situations, and is usually understood as an issue of 

privacy, in conflict settings especially the difference between privacy and 

security becomes hazy, and failures to maintain privacy can carry imminent 

physical risk. 

I want to suggest that these two camps represent something more than a 

simple division of advocates stressing the potential of the new versus sceptics 

emphasizing its dangers. The benefits and the risks of using cyber-based 

technologies that enable this digitized data production in humanitarian work 

may be linked, and indeed exist in direct proportion to each other. That is to 

say, the greater the benefits digitized technology brings, the greater the risks 

it brings too. 

In military scholarship, there is increasing recognition of this possibility 

that cyber technologies create a so-called “capability-vulnerability paradox.” 

For instance, the connection of real-world weapons systems via cyberspace 

allows for intensive coordination between weapons and automation of the 

resulting system, potentially delivering substantial gains in effectiveness. 

However, that increased presence in cyberspace expands the attack surface 

available for opposition cyber weapons to target, and the connectivity of 

these weapons systems means that any successful cyberattack could 

compromise the entire weapons array. As formidable as a cyber-connected, 

fully integrated weapons system may be, the very means through which it is 

created introduce new vulnerabilities that allow for it to be completely 

disabled. 

Theoretically, cyber-connected humanitarian operations too could be 

similarly disabled. This is worrying, particularly in a moment when attacking 
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humanitarian installations appears to be becoming more common. But it’s 

not my focus here. Instead, short of completely disabling a system, I am 

interested in how greater use of cyberspace also facilitates the unauthorized 

access of stored data. 

Deliberate, unauthorized access of data produced by humanitarians 

appears far from easily fixed. As a result of several new technologies now 

being deployed in humanitarian work, humanitarians are producing more – 

and more detailed – data about their environment, their activities and the 

people they assist. That data – both due to its quantity and its detail– is 

arguably more likely to be strategically interesting to parties in a conflict than 

was true in the past. In recent years, the media has reported several instances 

of humanitarian groups including Médecins du Monde, UNICEF, the WHO 

and a host of organizations working in and around Syria, being hacked and 

their data being accessed. 

In contrast to the consensus within IHL regarding the prohibition of 

cyberattacks that affect the real-world ability of humanitarians to provide aid, 

as long as a humanitarian group’s operations are unaffected, the theft of its 

digital data appears IHL compliant. This is due to an ambiguity over what 

constitutes an “attack” in cyberspace. 

More than this, some have argued that IHL provisions may actually create 

a duty to hack humanitarian groups. As we’re all familiar with, IHL calls on 

belligerents to use the minimum level of military force required to achieve 

their strategic objectives and thus limit the risk of harming non-combatants. 

As a result, parties to a conflict should gather as much intelligence as they 

can from wherever they can so that their military actions can minimise 

overall suffering and loss of life. If data or information held by humanitarian 

groups operating in the theatre of war can assist in that regard – and new 

technologies are making this increasingly likely – then that information must 

presumably be accessed. 

Clear agreements characterising such hacking operations against 

humanitarian groups as violations of IHL could help here. But this alone is 

likely to be insufficient. Attribution of attacks is simply too difficult. And in 

any case, we appear to live in a moment in which IHL is sometimes openly 

violated when doing so produces short-term strategic gains. 

As such, maintaining independence depends largely on humanitarian 

groups resisting unauthorised access to their digital data. Two arguments 

underscore the difficulty they face achieving this. 

First, quite simply the level of cyber security required is likely to be 

prohibitively expensive for humanitarian groups that are already 

dramatically underfunded. 
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Second, even if there is the money, the level of data protection required 

may simply not be possible for aid groups given the particular position they 

occupy. The increasing penetration of cyber space into so many sectors of 

political, economic and social life make it more and more difficult to isolate 

them from each other. In this hyper-connected environment, most cyber 

security experts do not believe it is feasible for an organisation to build an 

impenetrable system. Instead of impenetrability, cyber security doctrine 

instead aims for resilience. This accepts the possibility of unauthorised 

access and strategises accordingly. This reframes the issue as a probabilistic 

one; it is about reducing the chance of a breach to an organisationally 

acceptable level, and preparing contingency plans to minimise the damage 

done if a breach occurs. 

For states, militaries, businesses and private citizens, accepting the 

possibility of such breaches as a price to pay for the benefits of connecting 

to this cyber domain appears acceptable. 

For humanitarians, this cost-benefit calculation looks different. The costs 

of losing data fall less on themselves than onto those they are seeking to 

assist, and – crucially for my argument – on the political and military actors 

whom they must convince to allow them in. As such, to the extent that 

humanitarian groups rely on perceptions of their independence to negotiate 

access, the organisationally acceptable level of cyber- intrusion risk must be 

close to zero. Why would a political or military leader allow a humanitarian 

organisation to operate in his or her territory if that agency cannot prevent 

itself becoming a vector for that leader’s opponents to access data from 

which they can glean strategically valuable intelligence? 

For humanitarian groups that use independence as a negotiating tool to 

gain access to some areas, this has implications on risk mitigation. It means 

a reappraisal of decisions regarding whether or not the risk of producing and 

storing certain data is justified. That calculation should not only be made 

according to the potential harm that data could cause if control of it is lost, 

although this of course remains extremely important. It should also take 

account of how strategically useful it may be to other actors pursuing 

different agendas. If data is too useful, it may represent too much of a target 

for those seeking unauthorised access. 

What do we do if embracing new technologies improves the quality of 

the aid we can give, but significantly reduces the number of people we are 

able to give it to? 

This is a new challenge I think cyber-based technologies in particular are 

confronting humanitarians with. And fundamentally it may not a technical 

challenge concerning best practices, but one of ethics. 


